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Abstract
Web privacy measurements fundamentally depend on web crawling
techniques. Unlike many other web measurements that can be
performed only using the landing page (e.g., TLS assessments, web
server security configurations), web privacy evaluations often must
explore deep into a website to more comprehensively identify and
characterize its privacy behaviors. However, prior studies adopt
various crawling configurations and strategies, and to date, we
lack a systematic understanding of the impact of different crawling
configurations on the privacy behaviors observed.

In this paper, we address this gap by conducting controlled web
crawling experiments across the top 10K CrUX websites, while
monitoring privacy-related metrics including HTTP request do-
mains, JavaScript Web APIs accessed, and cookies set. We evaluate
12 different crawling strategies, varying the page search strategy
(depth-first, breadth-first, and a hybrid approach), whether browser
state is preserved across page visits, and whether user interaction
is simulated. We further assess the impact of varying the num-
ber of pages crawled per site, as well as the amount of time the
crawler waits per page. Our analysis shows how different crawling
parameters influence different privacy metrics, ultimately inform-
ing recommendations for designing web crawling methods for web
privacy measurements.

CCS Concepts
• Security and privacy→Web application security; • General
and reference→Measurement.
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1 Introduction
Web measurements have been used over the years to study the
privacy-related behaviors of websites at scale, such as cookies [14,
20, 31] and fingerprinting [32, 35]. These measurement studies have
largely relied on web crawling techniques to conduct their anal-
ysis [11–13, 26], but crawling configurations vary widely across
studies in terms of the parameters considered. Researchers have
made different choices about how to navigate a website’s inter-
nal pages, how many internal pages to visit per website, whether
to simulate user interaction, whether to maintain browser state
between visits, and how long to wait for a page to load. These
methodological differences introduce challenges in interpreting,
comparing, and reproducing the measurement outcomes across
studies. More importantly, the implications of their crawling con-
figuration choices have not been systematically evaluated, leading
to questions of how representative and comprehensive the privacy
measurements are.

The impact of using different crawling configurations has not
gone unnoticed in other contexts. Prior studies [3, 4, 11, 12, 45, 50]
have systematically evaluated how various crawling setups affect
measurement results, but they mainly focused on non-privacy-
related metrics collected during the crawl, such as code cover-
age [45], the structure of HTTP request chains [12], and the number
of web objects and resources loaded [4]. Where prior work does
consider privacy metrics, it varies the measurement environment
rather than the crawler itself, comparing browsers and devices [9]
or vantage points and consent states [37, 43]. Currently, there is
a lack of systematic evaluation regarding how the design of the
crawler itself, such as how it navigates a site and how long it ob-
serves each page, shapes the privacy behaviors observed. This gap is
particularly salient as privacy behavior is fundamentally tied to the
pages and content visited on sites, in contrast to many other web-
site properties that are uniform across pages (e.g., TLS setups, web
server configurations). Furthermore, web privacy measurements
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are rather unique in their evaluation of often hidden and adver-
sarially obscured behavior, rather than more typically observable
properties such as performance or security policies.

To fill this gap, our work takes a structured approach by per-
forming controlled web crawling experiments across the top 10K
CrUX websites using 12 distinct crawling configurations. We vary
configuration parameters including search strategy (breadth-first,
depth-first, hybrid), browser state preservation (stateless, stateful),
and simulated user interaction as part of the crawling configurations.
For each configuration, we also evaluate the impact of the search
depth of the search strategy and the crawl timeout per page, which
determines how long the crawler stays on each page. For crawls
under these various configurations, we monitor and analyze three
key privacy-related metrics – HTTP-requested domains, Javascript
Web API accesses, and cookies – to understand how the design of
the crawler configuration affects privacy measurement outcomes.

From our analysis, we identify a crawl search strategy that finds
broader sets of internal pages and drives higher observed privacy
metrics. We also identify that statefulness and interaction do im-
pact crawl outcomes, although more so for cookies than the other
metrics. We additionally propose a dynamic strategy for determin-
ing search depth on a domain, which compared to using a static
search depth threshold, provides high privacy behavior coverage
while substantially reducing the number of internal pages crawled
across domains. Finally, we identify the effectiveness of shorter
page timeouts, offering opportunities for reducing runtimes for
deep crawls.

Our findings lead to actionable recommendations for researchers
conducting web privacy studies, highlighting trade-offs and best
practices in crawler design. In summary, our work provides the
following contributions:
• We conduct a large-scale experiment that systematically com-
pares 12 distinct crawling configurations for web privacy mea-
surements. These configuration combinations consist of multiple
parameters including search strategy, browser state, user inter-
action, search depth, and crawl timeout per page.

• We evaluate the crawling configurations based on three privacy
metrics: HTTP-requested domains (including tracking domains),
JavaScript web API invocations (including fingerprinting APIs),
and cookies (including tracking cookies). This allows us to un-
derstand how different configurations affect various potential
privacy metrics collected.

• Based on our findings, we provide clear recommendations on
which crawler configurations offer the best trade-offs between
practicality, reproducibility, and efficiency based on different
limitation scenarios. Our work helps researchers make informed
decisions when designing future privacy measurements based
on their requirements and goals.

2 Related Work
Here, we discuss related work on the use of crawlers in web privacy
measurement and crawler evaluation.

Web Privacy Measurement. Web crawlers are vital in web
privacy measurement studies to gather privacy-related metrics.
Prior research has used them to investigate cookies [14, 20, 31],
fingerprinting [32, 35], as well as other web tracking topics, such as

link decoration [30], anonymized tracking data [15], and differential
tracking across news websites [49].

To collect specific web metrics, these studies typically select a set
of domains (often from top lists) and use web crawlers (commonly
OpenWPM [19]) to visit each domain’s landing page as well as
several randomly chosen subpages, conducting either stateless or
stateful crawls, with orwithout interaction. For example, tomeasure
link decoration abuse, Munir et al. [30] used a stateless crawling
strategy that randomly scrolls and moves the cursor while visting
the landing page and selects 20 random internal pages from the
landing page for further crawls. As another example, Demir et
al. [14] performed a stateful crawl for each target site, investigating
cookie banners while visiting the landing page and 15 randomly
selected subpages from the landing page. However, variations in
these crawler configurations can potential lead to differences in the
observed metrics, raising questions about crawling strategies.

Crawler Evaluation Studies. The impact of web crawling con-
figurations has not gone unnoticed, with prior studies evaluating
how various setups affect measurement results. As discussed, prior
studies using web crawlers often visit both landing pages and in-
ternal subpages to capture diverse site behaviors. Thus, a portion
of prior work [4, 16, 46, 49] mainly focused on evaluating the dif-
ferences between website landing pages and their internal pages.
For example, Aqeel et al. [4] compared the landing pages of 1K
sites with their internal pages and showed that internal pages differ
substantially from landing pages in both content and performance.
They also showed that internal pages can vary significantly from
one another. In this study, we consider both landing and inter-
nal pages as well, and evaluate different internal page crawling
strategies.

Other prior work [3, 50] has conducted evaluations of differ-
ent crawling configurations across various non-privacy-related
contexts. Meanwhile, Stafeev et al. [45] systematized the crawling
methodologies of 403 papers that use web crawlers in security,
privacy, and empirical web measurements. They identified com-
monly used navigation algorithms include both randomized and
non-randomized BFS and DFS, as well as rule-based and search
engine methods for selecting internal pages. They then evaluated
these approaches on 2K domains randomly selected from the Google
CrUX top 10K domains, considering three metrics as performance
indicators: code coverage, JS source coverage, and link coverage.
They found that randomized search algorithms generally performed
better across all three metrics, and that increasing the search budget
yields diminishing returns (which align with our results). In this
work, we look at BFS, DFS, and breadth-limited BFS (all "random-
ized" under the prior work’s definition). We exclude rule-based
as they are custom strategies that are designed for specific mea-
surement objective (e.g., finding OAuth 2.0 endpoints on the web-
page [8]). We do not employ search engine methods for collecting
internal pages as exploring a website via various crawling algo-
rithms is the core focus of our study.

Demir et al. [11] focused on evaluating the reproducibility and
replicability of web measurement studies conducted with differ-
ent crawling setups, and showed that slight variations in those
setups can directly impact the overall results. They surveyed 117
research papers and performed experiments to cross-compare 24
measurement setups on 4.5M pages, including variations across four
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browsers, three regions, and with and without user interactions.
Another work by Demir et al. [12] focused on investigating the
causes of differences in the outcomes of web measurement experi-
ments due to the crawling setups. They evaluated five measurement
setups on 25K sites from the Tranco top list, differences in browser
version, user interaction, and whether they operated in headful or
headless mode of the browsers. By comparing the tracking request
trees as an indicator, they found that the trees differed considerably
across setups.

A separate line of work evaluated privacy metrics while varying
the measurement environment. Cassel et al. [9] compared tracking
and fingerprinting across real desktop and mobile browsers; Singh
et al. [43] mapped tracker flows varying across 23 countries; and
Prasad et al. [37] investigated the impact of the browser, vantage
point, and consent state. Hantke et al. [23] instead targeted the
measurement tooling, arguing that customized instrumentation
negatively impacts accuracy and reproducibility.

Unlike these prior evaluations, which target general indicators
such as code or link coverage and tracking-tree similarity, or vary
the measurement environment rather than the crawler, our work
evaluates crawler design parameters directly against privacy-specific
metrics, proposes a dynamic per-site termination strategy that
adapts to when each metric saturates, and provides recommenda-
tions for future web privacy measurements. Our findings on search
strategy and user interaction align with prior observations [11, 12,
45] on a new family of metrics, while browser state, per-page time-
out, and dynamic termination have not previously been evaluated
in this way.

3 Method
Our work investigates web crawling configurations when used for
web privacy measurements, by experimenting with these various
configurations and monitoring their impact on web privacy metrics
as indicators. In this section, we describe the crawling configura-
tions evaluated and the design of our experiments. We consider
various crawling parameters, including the page navigation strat-
egy, the state of the browser between page visits, interactivity with
pages, the amount of time spent on each page (crawl timeout), and
the crawl depth. We then evaluate different crawling configurations
constructed from various combinations of these crawl parameters.

We evaluate a total of 12 crawling configurations, as shown in
Table 1, derived from the combinations of three dimensions: Search
Strategy, Browser State and User Interaction. For each crawling con-
figuration, we use constant values for the Crawl Timeout per Page
and Search Depth. These constant values serve as the upper bounds
in our evaluation of the two parameters, as our measurement pro-
cess continually tracks the collected privacy metrics as these two
parameters are increased, enabling us to analyze the impact of
varying them from small increments up to the configured constant.

3.1 Crawling Parameters
We begin by describing the crawling parameters we evaluate and
the values considered for each. Throughout this work, a crawling
configuration refers to these crawler design parameters, and not to
the browser, the execution environment, or the region from which

Crawling Search Browser User
No. Config Name Strategy State Interaction

1 BFS-noS-noI BFS Stateless No
2 BFS-noS-I BFS Stateless Yes
3 BFS-S-noI BFS Stateful No
4 BFS-S-I BFS Stateful Yes
5 DFS-noS-noI DFS Stateless No
6 DFS-noS-I DFS Stateless Yes
7 DFS-S-noI DFS Stateful No
8 DFS-S-I DFS Stateful Yes
9 LBFS-noS-noI Breadth-limited BFS Stateless No
10 LBFS-noS-I Breadth-limited BFS Stateless Yes
11 LBFS-S-noI Breadth-limited BFS Stateful No
12 LBFS-S-I Breadth-limited BFS Stateful Yes

Table 1: Overview of the 12 crawling configurations evaluated
in the study.

a crawl is run. To ensure comparability, we hold these other as-
pects constant across all crawls, using the same operating system,
browser configuration, docker containers for deployment, and net-
work vantage point. Doing so isolates the effect of how a crawler
explores a site, and also ensures that websites do not treat our
crawlers differently based on device or platform-specific optimiza-
tions. We utilize a comprehensive set of parameters considered by
prior works [11, 12, 45] in our evaluation of crawling configura-
tions.

3.1.1 Search Strategy. The web page search strategy (or navigation
algorithm) is the algorithm researchers use to navigate a website’s
internal pages, starting from its landing page. Prior work [45] sys-
tematized existing web measurement studies and identified that
the choice of search strategy could significantly impact measure-
ment outcomes, such as code coverage. Thus, we consider search
strategy as one of the crawling parameters to systematically an-
alyze its effect on the collected privacy metrics. In this work, we
consider three fundamental search strategies systematized in prior
work [45]:
• Breadth-First Search (BFS): BFS starts at a site’s landing page
and systematically explores its internal pages level by level. It
first visits internal pages directly linked to on the landing page,
and then visits further internal pages that are directly linked to
pages within the first level, before progressing to subsequent
levels.

• Depth-First Search (DFS): Starting at the landing page, DFS
selects one internal page link and visits that link, and then re-
curses on that internal page (following one link on that page).
This strategy supports backtracking, where if there are no new
internal links on the current page, DFS returns to the previously
visited page (and continues backwards until a new internal link
can be found).

• Breadth-Limited BFS: This strategy is a hybrid approach be-
tween BFS and DFS, where one performs BFS but limits its branch-
ing factor to promote deeper searches. Specifically, breadth-limited
BFS restricts how many internal links you explore per page. This
strategy also supports backtracking, where if no new internal
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links are available, the search can continue with previously ex-
cluded links on previously visited pages.
We observe that 50 pages is the highest cutoff for collecting

internal pages in prior work [45] . Thus, we explore each search
strategy on up to 50 active pages. Note, 50 pages is the upper bound
for our evaluation andwewill evaluate the effect of shallower search
depths in Section 4.3. For the breadth-limited BFS, we evaluate a
branching factor of 3, providing reasonable search depth given the
50 page limit (we leave it to futurework to explore further branching
factors). Meanwhile, since many internal links on websites may be
inactive (e.g., HTTP 404), a crawl/search may generate numerous
requests before it finds the 50 active pages. Thus, we cap the total
number of pages requested at 100 per site, both to limit the network
traffic sent to a site (for ethical considerations) and to bound the
total computational effort expended in a realistic crawl.

3.1.2 Browser State. While performing web crawls, the browser’s
state can be preserved between different page visits of the same
domain (Stateful), or cleared after every page visit (Stateless). Demir
et al. [11] surveyed 117 web measurement papers and found that
41% of them do not discuss the browser state in their crawling
configurations, and most of the remaining studies relied on stateless
crawls [4, 7]. We explore browser state in this study as it can result
in the pages of a website behaving differently, such as the saved
cookies, and it is also closely tied to advertising, fingerprinting,
and user tracking behaviors, thus may impact privacy-relevant
behaviors [33].

3.1.3 User Interaction. Prior work [11, 12] has shown that mim-
icked user interaction could significantly impact the embedded
objects and third-party content. Thus, we explore the use of simu-
lated user interactions on pages. We use a modified version of the
simulation method adopted by prior work [11, 12]. Their method
entails initiating Page Down, Tab, and End keystrokes at random
intervals after the page has completely loaded before simulating
these interactions.

In our experiments that enable page interaction, we start simulat-
ing user interactions immediately upon initial page load. We send
the Tab keystrokes with short periods of random delays as used
by prior work [12, 26]. In addition, we scroll to the page bottom
every five seconds, which is the time interval we use later during
the analyses, calculating the scrollHeight of the webpage’s body to
determine the amount of scrolling. Compared with prior methods
that relied upon Page Down and Page Up keystrokes, we apply
window scrolling to add diversity to the types of user interactions
simulated. Furthermore, scrolling to the bottom of the page can
cause further dynamic rendering of the page, such as on popular
sites like Facebook and LinkedIn. This additional web content can
generate further behavior that impacts our privacy metrics. We
note that we avoid interactions such as page clicking or element
interaction, as these can trigger navigations to other pages. Our
crawler navigates by extracting the internal links on a page and
requesting their URLs directly, so following links does not require
clicking page elements. This decision also means we did not interact
with any cookie consent banners, but this state is equivalent across
all configurations and reflects the default behavior of the website
pages.

3.1.4 Search Depth. Search depth is the number of internal pages
crawled per domain, where our cutoff is set at 50 internal pages
(based on prior work, as discussed in Section 3.1.1). While search-
ing deeper may uncover pages with new privacy-relevant behav-
ior, it also entails additional computational resources. We explore
each search strategy up to 50 pages, and aim to understand the
cost/benefit tradeoff for different search depths.

3.1.5 Crawl Timeout per Page. Finally, we consider the crawl time-
out per page, which is the duration a crawler remains on a page
before navigating to other pages. Staying on a page longer may
capture more of its dynamic behaviors, such as the execution of
JavaScript scripts. Most prior work [11, 12, 20, 26, 46, 47] used a
crawl timeout of up to 30 seconds in their measurement setups.
Thus, we adopt 30 seconds as the constant value for the timeout
parameter, allowing us to evaluate its impact across a range of inter-
vals from small increments up to 30 seconds. As with search depth,
30 seconds is an upper bound for our evaluation rather than a fixed
value, and we evaluate the effect of shorter timeouts in Section 4.4.

3.2 Crawling Metrics
To evaluate crawling configurations, we examine their impact on a
set of privacy metrics derived from prior web privacy measurement
studies. The selected metrics, HTTP-requested domains, JavaScript
APIs, and cookies, are extensively studied [12, 14] privacy indi-
cators covering various privacy analyses such as third-party in-
teractions, fingerprinting, and user tracking. We also analyse a
privacy-relevant subset of these metrics, since the top-level metric
is related but not directly about privacy.
• HTTP Requests:We capture all HTTP requests for the visited
webpages, including the resources fetched by the webpage (e.g.,
images, HTML files, and JavaScript). We also classify whether
these requests are tracking-related by using blocklists compiled
from prior works [11, 12, 19, 25, 35, 47]. The list of blocklists
used are Easylist [44], EasyPrivacy [17], and Fanboy’s Social/
Annoyances/Notifications Blocking List [18]. Instead of consid-
ering full URLs, we focus on the unique second-level domains
(SLDs) present in our dataset. This approach allows us to more
clearly capture the diversity of third-party domains contacted by
a webpage.

• JavaScriptWeb APIs:We capture all JavaScript web API invoca-
tions by scripts loaded on the webpage. Web APIs can be used for
different functionalities, including potentially privacy-invasive
actions like obtaining geolocation of the device, camera access,
or microphone access. Prior works [1, 2, 10, 24, 42, 48] analyzed
browser fingerprinting techniques and identified commonly used
web APIs. These APIs are detected by OpenWPM’s fingerprinting
detector [34], which we use to classify a privacy-relevant subset
of web APIs.

• Cookies: We capture all cookies being set, modified, or deleted
by scripts which are executed on the webpages being crawled as
well as by HTTP response headers. We consider unique cookie
name-domain pairs as they are consistent and comparable across
different sites as compared to cookie values, which are frequently
overwritten and set to unique randomized values. Our analy-
sis covers both first-party and third-party cookies. Prior works
[5, 21, 31, 33, 39, 41] have shown cookies being used for cross-site
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tracking purposes, as well as browser fingerprinting being used
to set persistent cookies with specific identifiers [22, 28].
Thus, we further classify cookies being used for tracking purposes
using the machine learning classifier developed by Bollinger et
al. [5], which categorizes cookies by their purposes into four
categories: Necessary, Functional, Analytics, and Advertising/
Tracking. We take the Analytics and Advertising/Tracking cat-
egories together as our explicitly privacy-relevant subset. Our
aggregate cookie-based results exhibit the same high-level trends
regardless of this categorization, indicating that our findings are
not sensitive to the specific cookie grouping used.

3.3 Measurement Framework
Here, we describe our measurement framework, including our ex-
perimental sites, crawling design and setups.

3.3.1 Websites Dataset. To perform meaningful evaluation of the
crawling configurations, our measurement study requires a set of
websites to crawl, which includes selecting from a top list. The
Chrome User Experience Report (CrUX) top list [40] is widely used
and considered as a more accurate representation of website usage
compared to other DNS-based top lists [40], or the aggregated
Tranco list [36]. Thus, we crawled the top 10K websites from the
CrUX dataset generated in October 2024, which includes sites in
the top 1K, 5K, and 10K rank buckets.

3.3.2 Crawling Design. Our goal is to evaluate how different crawl-
ing strategies influence the internal pages collected and, in turn,
the privacy metrics discussed in Section 3.1. The search strategy is
the only factor that affects which pages are gathered; other config-
uration parameters do not change the set of pages. Consequently,
configurations that share the same search strategy are evaluated on
the same set of pages, allowing for a consistent comparison of their
effects. As discussed in Section 3.1, we consider 12 crawler con-
figurations in our analysis to study the impact of these strategies
on the collected data. All of our measurements are performed for
these configurations, which are then evaluated based on the privacy
metrics collected. We split our measurement into two phases: Pages
collection phase and Parameters evaluation phase.
• Pages Collection Phase: In this phase, we crawl a website using
a specific search strategy and record the ordered set of pages that
are visited during that crawl (up to our crawl depth cap). This
initial crawl is performed using a stateless configuration without
user interaction (using the max crawl timeout per page), for all of
the search strategies. The resulting set of pages serve as the basis
for subsequent evaluations of the other crawling configurations
under the same search strategy (in the next measurement phase).
Re-using these same pages crawled with differing parameters
(e.g., browser state and user interaction) affords direct compar-
isons (whereas if each crawl visited different pages, the variations
in privacy metrics could be due to those pages rather than the
crawling parameters).

• Parameters Evaluation Phase: In this phase, we evaluate and
compare all crawl parameters, by crawling the same set of pages
identified in the prior phase (for a given search strategy) under
different crawl configurations (e.g., browser state and user in-
teraction). During each crawl, we record all relevant events as

described in Section 3.2 (i.e., HTTP requests, Web API calls, and
cookie operations) and their timestamps, allowing us to track
the different privacy metrics across pages and time on pages. We
again crawl to a max search depth and use a max crawl time-
out per page, as we can evaluate lower depths and timeouts by
filtering out events generated after a target depth or timeout.

3.3.3 Crawling Setup. We use OpenWPM (v0.30.0) [19], a popular
crawling framework for privacy measurements coupled with the
Firefox (v130.0) browser. We run the browsers in headful mode with
an Xvfb display to best represent real web browsing traffic and to
avoid being classified as bots.

We retain OpenWPM’s default browser configuration, and do not
alter Firefox’s default privacy settings ourselves. The one privacy-
relevant preference that OpenWPM sets is the cookie policy, which
accepts all cookies, including third-party ones. It uses the default
Firefox’s tracking protection preferences, does not send the Do
Not Track header, and does not install content blocking or anti-
fingerprinting extensions. We instrument HTTP requests and re-
sponses, cookie changes, navigations, JavaScript Web API calls,
and DNS resolutions. We adopt this default configuration so that
our comparison reflects the crawling parameters rather than the
coverage of a particular blocklist, and it is held constant across all
12 crawling configurations so it does not bias our comparisons.

OpenWPM has been widely adopted in web privacy measure-
ment research [7, 11, 12, 14, 32] and provides a comprehensive set
of privacy metrics by default, instrumenting all three of our met-
ric families within a single framework. Using an established setup
also allows our results to be checked against prior work and easily
replicated. OpenWPM records the timestamps for all of the events
related to the privacy metrics discussed in Section 3.2, allowing us
to analyze if and when certain metrics change.

Our crawlers were distributed across 5 different servers hosted
in an academic institution’s network in the US. For crawls under
stateless configurations, we scheduled page visits per domain such
that each domain was visited at most once per minute (multiplexing
our crawlers across domains, clearing browser state after every
page visit). For stateful crawls, the same crawler (and the browser
instance) consecutively crawled the pages for a domain, while still
maintaining the same page visit rate, without clearing browser
state until all domain pages were visited. The rate limiting of page
visits was both for ethical considerations (to limit the network load
induced on sites) and to avoid being classified as bots due to overly
frequent requests.

As part of the Pages Collection Phase, we were successfully
able to crawl 9,673 of the top 10K sites. We manually investigated
crawl failures and identified they were due to the site/landing page
being offline, or being blocked by bot management systems (e.g.,
Cloudflare interstitials, CAPTCHA gates, or 403/503 responses),
rather than errors with our measurement execution. These failure
modes affect all configurations equally and thus do not bias our
cross-configuration comparison.

3.3.4 Measurement Stability Evaluation. To evaluate the stability
of our results over time, we conducted a separate round of smaller-
scale measurements in March 2025 (5 months after our original
experiment). We assessed 1K randomly selected sites from the same
top 10K sites used in the original experiment, and collected a fresh
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set of internal pages for evaluation. The separate round allows us to
evaluate the impact of both time and page selection on our findings.

3.4 Limitations
Before analyzing results, we discuss our study’s limitations. First,
like prior web measurements [11, 12, 29, 31], we use OpenWPM
with the browser configuration reported in Section 3.3.3, which
includes a comprehensive set of instrumented web APIs. We do not
instrument additional web APIs in this work, such as the Battery
Status API, which should minimally impact our results but could
be incorporated by future work.

Although we mimic user actions on a page, we do not directly
interact with page elements (e.g., clicking a button) to avoid unin-
tended consequences, such as potential being redirected to other
pages. Our measurements do not include the investigation of post-
login/authenticated behaviors. Prior work [27, 38] typically relied
on manually created accounts to evaluate a small number of sites,
and this approach is challenging to apply in our large-scale mea-
surements. Thus, our privacy metrics may undercount the true
privacy behaviors on a site. However, we note that this limitation
applies equally to all crawl configurations evaluated, and does not
bias our comparisons. Furthermore, web measurements in practice
are likely restricted to such design decisions for similar reasons.

We do not interact with cookie consent banners, so we observe
each site in its pre-consent state, reflecting its default privacy be-
havior when a user does not act on a consent notice. All 12 con-
figurations observe this same state and thus remain comparable,
though behaviors may differ once a user accepts or rejects consent,
which we leave to future work.

Our crawls may also be subject to bot detection. Beyond the
crawl failures reported in Section 3.3.3, sites that fingerprint Open-
WPM may serve degraded content partway through a crawl (we
do not enable OpenWPM’s bot mitigation), which is difficult to
distinguish from genuinely saturated privacy metrics. This affects
all configurations equally and so should not bias our comparisons,
though it may reduce the absolute amount of behaviors observed.

We consider browser state only within a site, preserved or cleared
across pages of the same domain. Preserving state across domains
raises complexities with which domains to preserve state across and
the order of accessing domains, making it a separate experimental
axis that we leave to future work.

Our measurements were performed from five co-located servers
on one academic ISP in the state of Georgia, US. Prior work [11] has
noted that changing web crawling measurement locations could
also impact crawling results, including via region-specific filter
lists [6]. Thus, our results may differ for crawls run from other US
states or countries, which we leave to future work.

4 Results
Through our data collection method, we produce a dataset that
tracks our privacy metrics (Section 3.2) throughout multiple crawls
of a website under different crawling configurations. This dataset
allows us to directly compare how the crawling parameters impact
the privacy metrics observed, at scale across websites. Here, we an-
alyze our experimental data to identify the impact of these various
crawling parameters on web privacy measurements.

4.1 Crawling Coverage
First, we evaluate how the search/navigation strategies differ in
the number of responsive pages crawled per site. Recall that in
our measurements, we crawl up to 50 responsive pages per site
(using backtracking when relevant during navigation), but also
capped the number of attempted page requests at 100 (regardless of
whether the page request succeeded). In Figure 1, for each search
strategy, we plot the distribution of the number of responsive pages
crawled per site. We note that for nearly 10% of the sites, there
was only 1 responsive page found, which was the landing page.
We manually investigated a random sample of 100 such sites, and
confirmed that they either redirected to content delivery networks
or advertisement networks (as also observed in prior work [12]), or
indeed contained no first-party links on the landing page.

We observe that overall, BFS visited more responsive pages than
the other two strategies, with DFS visiting the fewest. With BFS, 50
responsive pages were found on approximately 79% of sites, while
for breadth-limited BFS we were able to fully crawl for around 67%
of sites. In comparison, DFS did not reach 50 live pages on nearly
half of the sites (meaning for such sites, we exceeded 100 pages
attempted yet still did not identify 50 live pages). While these caps
on crawling depths are specific to our experiment, they demonstrate
that DFS and to a lesser extent, breadth-limited BFS, are less efficient
at finding live pages to evaluate compared to BFS. Intuitively, this
indicates that internal links on pages deep within a site (i.e., those
explored more by DFS) are less likely to still be available compared
to those more closely linked to the landing page (i.e., those explored
more by BFS).

While BFS may be more effective at finding live pages, that does
not necessarily mean that the pages found provide more compre-
hensive visibility into privacy behaviors. Thus, we next explore
how the different strategies compare across our privacy metrics.

Takeaway: BFS is more efficient at finding live pages on
a site as compared to DFS and breadth-limited BFS search
strategies.

4.2 Crawling Strategies
Here, we analyze how the search strategy, browser state, and inter-
action crawling parameters impact the privacy metrics collected
(we investigate the impact of search depth and crawl timeout per

Figure 1: CDF of the number of responsive pages crawled per
site, using different search strategies. Crawls were capped at
50 responsive pages, and up to 100 attempted page requests.
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page in more detail later on). For this analysis, we use a full 30 sec-
onds crawl timeout per page, to maximize what could be observed
in our experiment for each crawl configuration.

For each privacy metric, we examine both the total quantity
and the per-site distribution of the metric collected across different
crawler configurations, evaluated at different depths. Evaluating
these together allows us to understand not only how much privacy-
relevant data is captured in total, but how the data collected is
distributed across sites. We also center our analysis on the privacy-
specific metrics (i.e., HTTP-requested tracking domains, finger-
printing web APIs, and ad/tracking cookies), but we briefly discuss
the impact on the more general metrics (i.e., all HTTP-requested
domains, web APIs, and cookies).

We use non-parametric statistical testing to evaluate differences
between crawling configurations in the metrics observed across
sites (as our distributions are not normal). Specifically, we use a
pairwise Wilcoxon signed-rank test to compare two configurations,
which is a paired test as our measurements are on the same pop-
ulation of sites. Our default threshold for significance is 𝛼 = 0.05.
Since we perform multiple comparisons between various pairs, we
apply Holm-Bonferroni multi-test correction, which adjusts the sig-
nificance threshold as more comparisons are performed to maintain
a constant error rate across all tests.

Figure 2: Sum of the number of unique HTTP-requested
tracking domains observed per site, aggregated across all
sites, when searching to varying depths.

Figure 3: Number of unique HTTP-requested tracking do-
mains observed per site, when searching to varying depths.
The top whisker represents the 95th percentiles.

HTTP Requests. We start with analysis of the number of unique
second-level domains (SLDs) observed in HTTP requests when
crawling each site, centering our analysis on the tracking domains
(as our privacy-specific metric). Figure 2 shows the total number
of unique tracking domains observed per site, summed across all
sites (uniqueness is per site, not across all sites), with varying crawl

search depths and configurations. In essence, this reflects the ag-
gregate metric observed across an entire crawl measurement. We
observe that BFS configurations consistently yielded higher totals
than both DFS and breadth-limited BFS, ranging from 1–14% more
total tracking domains than equivalent crawls with alternative
search strategies, across all depths. For browser state and interac-
tion, we generally see that stateful crawls and interactive crawls
drove higher metrics, and their combination resulted in the highest
sums regardless of search strategy and depth. Across depths and
search strategies, the stateful with interaction crawl was between
0.8–11.6% higher than other crawls under the same search strategy.
Overall, we find BFS stateful with interaction produced the highest
aggregate metrics regardless of depth, from 4.3-6.3% higher than
the second best configuration.

We next evaluate the distribution of unique tracking domain
counts observed per site, as shown in Figure 3. This analysis pro-
vides visibility into whether aggregate differences are due to a small
number of outlier sites or represent broader distributional differ-
ences across sites. First, we observe that at all depths, the median
number of tracking domains observed per site is similar across
all configurations. However, there are more noticeable variations
at the upper quartiles of the distributions, with BFS, stateful, and
interactive configurations skewing towards more tracking domains
per site, particularly at deeper crawls. For example, at depth 50, the
75th percentile site during a crawl using BFS stateful with interac-
tion showed 2.6–34.7% more tracking domains than those of other
crawling configurations, aligning with the aggregate analysis.

Evaluating whether these distribution differences between crawl-
ing configurations are statistically significant based on pairwise
Wilcoxon tests (with correction), we observe statistically signifi-
cant differences between nearly all configuration pairs across all
the search depths, including between BFS stateful with interaction
and all other configurations across all search depths. These results
signal that crawling configurations do notably impact metrics based
on HTTP-requested tracking domains.

Finally, we also evaluate all unique HTTP-requested domains
per site (our generic metric), rather than just tracking domains (our
privacy-specific metric). While this metric is not directly privacy-
related, it is a superset of tracking domains so may correlate with
other privacy metrics related to HTTP-requested domains. Appen-
dix Figures 13 and 14 present the aggregate and per-site distribu-
tions of all unique HTTP-requested domains, respectively. We again
observe the same patterns, that BFS, stateful, and interaction each
drove higher metrics, with the combination of all three resulting in
the most performant configuration. For aggregated metrics across
sites, BFS stateful with interaction observed between 4.8 – 9.0%
more unique domains than other configurations, averaged across
all depths, and this difference is statistically significantly different
than other configurations across all depths.

Web APIs.We next investigate Web APIs accessed during crawls,
focusing first on fingerprinting APIs as a privacy-specific metric.
Figure 4 shows the aggregate, and Figure 5 the per-site distribution.
The same pattern holds as with HTTP-requested domains, with BFS,
stateful, and interactive crawls driving higher counts, but margins
are smaller because the set of Web APIs is finite: BFS stateful with
interaction leads aggregate counts by 0.5–1.2% over the next-best
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configuration, and per-site distributions converge across configu-
rations even at upper quartiles. Despite smaller margins, pairwise
Wilcoxon tests (with correction) show BFS stateful with interaction
is statistically significantly different from all other configurations
at all depths, except BFS stateless with interaction at depth 50.

For all Web APIs (a superset including non-fingerprinting; Ap-
pendix Figures 15 and 16), the same trends hold: BFS stateful with
interaction yields 0.9–8.0% more in aggregate than other configu-
rations, with the same statistical testing exception (BFS stateless
with interaction).

Cookies. Finally, we investigate Cookies set either by scripts or
via HTTP response headers while crawling each site. As in previ-
ous metrics, we start by characterizing cookies that are explicitly
flagged for advertising or tracking purposes as a privacy-specific
metric. Figure 6 shows the total number of unique tracking cookies

Figure 4: Sum of the number of unique Fingerprinting APIs
observed per site, aggregated across all sites, when searching
to varying depths.

Figure 5: Number of unique Fingerprinting APIs observed
per site, when searching to varying depths. The top whisker
represents the 95th percentiles.

Figure 6: Sum of the number of unique tracking cookies
observed per site, aggregated across all sites, when searching
to varying depths.

Figure 7: Number of unique tracking cookies observed per
site, when searching to varying depths. The top whisker rep-
resents the 95th percentiles.

observed per site, summed across all sites (uniqueness is per site, not
across sites), with varying crawl search depths and configurations.

We observe that BFS configurations yield consistently higher
totals for tracking cookies than DFS or breadth-limited BFS, collect-
ing 1–26% more tracking cookies compared to equivalent crawls
under different search strategies, across depths. While interaction
likewise increased the aggregate total as with the prior metrics,
browser state offered different behavior here. In particular, stateless
crawls resulted in the highest aggregate metrics. For example, at
depth 50, BFS stateless with interaction exhibited the highest totals,
9.5% higher than the second best strategy (which was BFS stateless
without interaction).

Figure 7 shows the per-site distribution of tracking cookies. Here,
our observations do not align with the aggregate analysis. In par-
ticular, the median number of tracking cookies per site is similar
across all configurations, and we see higher 75th percentiles for BFS,
stateful, and interactive crawls. Here, unlike with the aggregate
perspective where stateless crawls performed best, the distributions
for stateful crawls skew higher than for stateless ones. Investigat-
ing these conflicting observations by manually analyzing sites, we
identified that a small number of sites exhibited abnormally high
numbers of cookies when stateless, as they set a large number of
new, uniquely-named cookies per page during a stateless crawl
(even though these cookies likely serve the same functions across
pages). These sites are outliers in the per-site distributions, so do not
notably shift the overall distributions, but contribute substantially
to the aggregate totals. Thus, if raw numbers of unique cookies
are most desired, BFS stateless with interaction crawls are most
performant, but in practice, BFS stateful with interaction crawls
drives broader observations of meaningful cookies across sites.

We again evaluate the statistical significance of differences in
each crawl configuration’s distributions, using Wilcoxon signed-
rank tests using corrections. We find statistically significant differ-
enceswithmost pairs, including BFS stateful crawlswith interaction
compared to other configurations.

Finally, we consider all cookies collected (not only tracking ones),
showing our aggregate and per-site analysis in Figures 17 and 18
in Appendix. We observe largely the same trends as with tracking
cookies, where BFS stateless with interaction crawls result in the
most total cookies, but the per-site distributions for BFS stateful
with interaction crawls skew the highest.

Overall, these results suggest for cookies, BFS stateful with in-
teraction crawls remains a top choice (although a stateless version
can result in more total unique cookie counts).
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Quality vs. Quantity of Discovered Pages. In Section 4.1, we found
that BFS is more effective at crawling live, responsive pages, com-
pared to breadth-limited BFS and DFS. Here, we saw that BFS-based
crawls resulted in higher privacy-related metrics. Thus, we inves-
tigate whether BFS’s advantage in privacy behavior collection is
simply due to its advantage in finding responsive pages, to better
understand the impact of this crawling parameter. (Note, even if
this were the case, we would still recommend BFS-based crawls
given their effectiveness at finding live pages.) To do so, we repeat
our analysis on only the sites where each navigation strategy suc-
cessfully discovered all 50 responsive pages. Thus, for these sites,
all three navigation strategies were equally successful at finding
responsive pages.

Again, we analyze the aggregate and per-site distribution of
our privacy metrics across all of these sites, across varying search
depth. For all metrics (both privacy-specific and general), even
when constrained to fully-crawled sites, BFS-based configurations
consistently exhibit a higher aggregate metric compared to breadth-
limited BFS and DFS configurations, across all depths. This obser-
vation matches our original findings on the full set of sites. Thus,
BFS’s higher performance along these metrics is not only a conse-
quence of its effectiveness at discovering more pages, but it must
also generally crawl pages that are richer in privacy-invasive be-
havior.

Takeaway: BFS, stateful, and interactive crawls consistently
provide the most unique observations across both our privacy-
specific and general metrics. Thus, our results identify BFS
stateful crawls with interaction as the most effective configu-
ration overall.

4.3 Search Depth
Next we investigate how deeply to search during a crawl. Given
our above finding that BFS stateful with interaction crawls are the
most performant for the privacy metrics evaluated, for expository
purposes, we focus here on analyzing this specific configuration.
However, we observed that our high-level takeaways still apply to
other configurations.

As we explore the relationship between search depth and privacy
metric collection, we begin by investigating how additional explo-
ration of internal pages uncovers more data. We first examine the
impact of terminating the crawl at specific search depths, aiming to
find the point where continued crawling yields diminishing returns.
Beyond a static search depth threshold, we also explore a dynamic
threshold where we terminate search only if crawling a certain
number of consecutive pages does not yield changes in the privacy
metric measured. To maintain an equivalent site population as we
evaluate varying threshold values, here we focus on analyzing the
sites for which 50 responsive pages were found.

4.3.1 Static crawl termination threshold. We start by analyzing
the impact of crawling up to a static search depth on the amount
of a privacy metric missed (compared to fully crawling up to 50
responsive pages). For a given depth threshold, we compute the
metric error rate as the proportion of the total privacy metric count
on a site (obtained from the full crawl) that is not captured by the
cumulative count from crawling up to that depth threshold. For this

Figure 8: Boxplot of the per-site HTTP-requested tracking do-
main error rates, across sites and for different search depths,
where the error rate is defined as the fraction of tracking do-
mains missed when stopping the crawl at that depth, relative
to the total domains found by a full crawl (up to depth 50).
The top whisker represents the 95th percentiles.

section, we define saturation as the depth where a site reaches a 0%
error rate (i.e., the privacy metric does not change crawling beyond
that depth). Note that while our crawls terminated at a depth of 50,
certainly one may observe new privacy behavior at further depths.
Nonetheless, the analysis here will indicate how much value is
typically yielded by additional pages crawled, providing insights
into how deeply to crawl.

HTTP Requests. For HTTP-requested tracking domains (Figure 8),
the median error rate reaches 0% at a search depth of 33; for general
HTTP-requested domains, only at depth 39. A notable fraction of
sites continue to exhibit non-zero error rates up to the maximum
depth of 50, though the curve flattens as depth increases, indicating
diminishing returns from deeper crawls.

Web APIs. For Fingerprinting APIs and general Web APIs, the
median error rate reaches 0% at search depths of 23 and 24, respec-
tively. This is earlier than HTTP-requested domains, reflecting the
finite set of Web APIs typically used by sites; a minority of sites
still surface new API usage up to depth 50. Web APIs can thus be
efficiently captured by shallower crawls.

Cookies. Tracking cookies reach a 0% median error rate at depth
37, while overall cookies saturate later at depth 43; in both cases,
a small fraction of sites continue to introduce new cookies up to
depth 50, with diminishing returns from deeper crawls. This reflects
how tracking cookies are typically deployed via shared third-party
scripts (reused across pages), while other cookies may be tied to
site-specific functionality at greater depths.

Takeaway: Different privacy metrics accumulate at varying
rates across crawl depth, making it difficult to define a uni-
versal, static threshold for crawl search depth. Using a static,
shallow threshold misses a significant portion of privacy be-
havior. For higher privacy behavior coverage, a high static
threshold is needed (e.g., 40+ pages), but such a threshold is
inefficient on many sites.

4.3.2 Adaptive Search Depth Threshold. The static crawl termina-
tion threshold explored above assumes all sites behave similarly,
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Figure 9: Boxplot of the per-site HTTP-requested tracking
domain error rates, across sites and when terminating using
various dynamic thresholds, where the error rate is defined
as the fraction of tracking domains missed with dynamically
terminating, relative to the total domains found by a full
crawl (up to depth 50). The top whisker represents the 95th
percentiles.

Figure 10: Boxplot of when crawls terminate on sites (the
termination page) under the dynamic termination strategy,
considering different thresholds for consecutive pages with
unchanged HTTP-requested tracking domain count. The
whiskers represent the 5th and 95th percentiles.

which is not the case in practice. Thus, our analysis showed that
to capture most privacy observations using a fixed threshold, one
would need to crawl deeply, often times more than necessary for
many sites. Some sites expose most of their privacy-relevant behav-
iors within the first few internal pages, making additional crawling
redundant. This observation motivates the need for an approach
that is more adaptive to each specific site.

Instead of relying on a fixed threshold, we investigate a per-site
dynamic threshold that adjusts based on howmuch the values of ob-
served privacy metrics continue to change during the crawl. We ex-
plore an adaptive termination strategy where the crawl terminates
if a metric (e.g., number of unique Fingerprinting APIs) remains
unchanged after a threshold number of consecutive pages visited.
This method aims to minimize crawling effort on sites where ad-
ditional crawling provides diminishing returns (particularly early
on in a crawl), while still allowing deeper exploration for sites

where privacy-relevant behaviors continue to emerge throughout
the crawl. However, this method may terminate crawls on some
pages too early, where significant privacy behaviors are only ob-
served deeper in the crawl. Thus, we investigate the effectiveness
of the dynamic threshold approach.

To understand the trade-offs between crawl efficiency and com-
pleteness of privacy metric collection, we analyze two dimensions
across various dynamic threshold values: 1) metric error rates, which
we compute as the fractions of metrics missed by choosing a dy-
namic threshold value, relative to the total counts found by crawling
to depth 50, and 2) the corresponding crawl depths.

HTTP Requests. For HTTP-requested tracking domains (Figures 9
and 10), a dynamic threshold of 11 yields a 0% median error rate1
at a median termination depth of 20, crawling 178.7K pages in total.
The corresponding static threshold of 33 requires 234.1K pages
(31% more). The dynamic threshold is not uniformly better: the
95th percentile depth reaches 50, so a small minority of sites crawl
deeper than under static.

For all HTTP-requested domains, a dynamic threshold of 11
yields the same 0% median error at a median depth of 22, crawling
202.9K pages, versus 276.6K under a static threshold of 39 (36.3%
more).

Web APIs. For Fingerprinting APIs (Appendix Figures 19 and 20),
a dynamic threshold of 12 yields a 0% median error at depth 18,
crawling 100.7K pages, versus 110.7K under a static threshold of 23
(9.9% more).

General Web APIs show nearly identical behavior: a dynamic
threshold of 13 yields 0% median error at depth 20, crawling 110.9K
pages, versus 115.5K under a static threshold of 24 (4.2% more).

Cookies. For tracking and general cookies (tracking results in
Appendix Figures 21 and 22), a dynamic threshold of 8 yields 0%
median error, with median termination at depth 16 (tracking) and 22
(general). The corresponding static thresholds of 37 and 43 require
146.3K and 179.7K pages, respectively, versus 95.7K and 117.8K
under dynamic (52.8% and 52.6% more).

Takeaway: Using a dynamic threshold for search termina-
tion on each site is significantly more efficient than a static
threshold, and can result in high privacy behavior coverage
while requiring far fewer pages visited across most sites.

For all metrics (both privacy-specific and general), a dy-
namic threshold of 13 pages resulted in a median 0% error rate
(although a lower threshold of 8 worked best for cookies).

4.4 Crawl Timeout per Page
Next, we evaluate how per-page crawl timeouts affect the collec-
tion of privacy-related metrics. We consider crawl timeouts ranging

1Even if considering other error operating points, we generally observe that dynamic
crawl termination is more efficient than using a static threshold. As an example,
consider a more error-tolerant crawl seeking 75% of sites that exhibit an error rate
lower than 10%. This is achieved with a dynamic threshold of 13, crawling 189.6K pages
in total, versus a static threshold of 28, crawling 200.1K pages in total (5.3% more).
Here, dynamic termination still remains more efficient than static thresholding, but
the advantage is lower than other cases as the operating point is less error-sensitive.
As seen in Figure 8, the error distribution with a static threshold flattens quickly
as the static threshold increases, but does not reach zero error quickly. Thus, static
thresholding performs relatively better when some error is tolerated.
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from 5 to 30 seconds and measure when metrics are observed rel-
ative to page load time. For each timeout threshold, we compute
an error rate, defined as the fraction of a metric missed when using
that timeout compared to a full 30-seconds page timeout.

Here, we present results for search depth cutoffs of 5 and 50
pages, representing both shallow and deep crawls. As we will show,
we observe similar findings at both depths, as well as at intermediate
depths. Thus, the impact of the crawl timeout is consistent across
search depths, and we elide discussion of intermediate depths.

HTTP Requests.We begin by analyzing HTTP-requested track-
ing domains. Figure 11 shows boxplots of per-site error rates for
tracking domains across page timeouts between 5 and 30 seconds,
for crawls with search depth cutoffs of 5 and 50 pages. Lower error
rates indicate thatmost tracking domains observedwith a 30-second
timeout are already captured within shorter timeouts.

At a search depth cutoff of 5 pages, tracking domain error rates
decrease rapidly as the timeout increases. As shown in Figure 11,
the median error rate is 0% with 10 second timeouts, and 0% for
77.3% of domains with 15 second timeouts. As the timeout increases
further, we see diminishing increases in error-free sites. We observe
similarly at a search depth cutoff of 50 pages.

To confirm this rapid convergence, we examine when tracking
domains are first requested during page load. For each unique (site,
tracking domain) pair, we compute the earliest time after page load
at which the tracking domain is requested on any crawled page
of the website (as a tracking domain may be loaded by multiple
crawled pages). Figure 12 plots the CDF of these earliest request
times for search depths of 5 and 50 pages. Across both depth cutoffs,
the distributions are similar: approximately 93–95% of (website,
tracking domain) pairs are observed within 15 seconds after a page
load, with nearly all observed by 20 seconds. Thus, tracking domains
are indeed mostly requested within the first 15-20 seconds after
page load (on at least one of the crawled pages), explaining why
most website error rates approach 0% at those timeout thresholds.

General HTTP-requested domains follow the same pattern, with
a 0% median error rate by 10 seconds and only 19.6% of sites

Figure 11: Boxplots of per-site error rates for HTTP-
requested tracking domains, across sites, using varying page
timeouts between 5–30 seconds. Error rate is the fraction of
tracking domains missed relative to a 30-second page time-
out. Crawls with search depths of 5 and 50 pages are shown.
The top whisker represents the 95th percentiles.

Figure 12: CDF of earliest observation times for HTTP-
requested tracking domains on sites, computed using the
earliest time after a page load that a tracking domain is re-
quested on any crawled page of a site, across all (site, tracking
domain) pairs.

with non-zero error rates at 15 seconds, indicating that most non-
tracking HTTP requests also occur shortly after a page load.

Web APIs. We next examine Web API usage, focusing on fin-
gerprinting APIs. The overall trends mirror those observed for
HTTP-requested domains, but convergence is relatively faster. At a
5-second timeout, roughly half of sites already show 0% error across
both search depths. By 15 seconds, nearly 83.8% of sites exhibit 0%
error, and by 20 seconds this exceeds 87%, for both search depths.

General Web APIs exhibit nearly identical convergence behavior
as fingerprinting APIs, with the fraction of sites showing 0% error
at different timeouts within 1% of those for fingerprinting APIs.

Cookies. Finally, we analyze cookie-setting behavior, focusing on
tracking cookies. At 10 second timeouts, the median site exhibits 0%
error, and at 15 seconds, 65.4% of sites are error free. This proportion
increases to 70.9% by 20 seconds.

General cookies converge similarly, with an error-free median
site at 10 second timeouts, 64.3% error-free site at 15 second time-
outs, and 70.3% error-free sites at 20 second timeouts.

Takeaway: Across all metrics, the vast majority of privacy-
related behavior is captured when using a 15–20 second per-
page crawl timeout. Higher timeouts yield diminishing re-
turns in privacy behavior coverage.

4.5 Evaluation Stability
To test temporal robustness, we re-measured a randomly sampled
subset of 1K sites five months later using the same configurations
and analysis as the initial study. This lets us assess whether crawl
behavior and privacy metric observations remain stable over time
despite changes in website content and structure.

Crawling Coverage. BFS-based strategies still achieve the high-
est crawl coverage, finding 50 responsive pages on 72% of sites (79%
earlier), followed by breadth-limited BFS at 62% (unchanged) and
DFS at 48% (49% earlier).
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Crawling Strategies. BFS, stateful execution, and simulated
interaction again drive higher metric counts. BFS stateful-with-
interaction leads on HTTP-requested domains andWeb APIs (track-
ing and general); for cookies, BFS stateless-with-interaction yields
the largest aggregate counts while BFS stateful-with-interaction
retains the highest median per-site coverage.

Search Depth. Dynamic termination thresholds for 0% median
error remain effectively unchanged: identical for HTTP-requested
domains and Web APIs, and at most one page different for cookies.

Crawl Timeout per Page. Three-quarters of sites still show no
benefit from timeouts beyond 15 seconds across all privacy metrics.

Takeaway: Across two measurements five months apart,
the impact of different crawling configurations remains con-
sistent, supporting the stability and generalizability of our
conclusions.

5 Concluding Discussion
Our study presents a detailed evaluation of web crawling strate-
gies for measuring privacy behaviors across the modern web. The
results show that crawler configuration significantly affects both
the quantity and the variety of privacy metrics collected. In this
section, we reflect on key insights from our analysis, summarize
best practices, and suggest avenues for future research.

5.1 Web Privacy Crawling Recommendations
First, we discuss our recommendations for future web privacy crawl-
basedmeasurements, grounded in our analysis and results. Our find-
ings were consistent across two distinct evaluations done months
apart (Section 4.5), providing confidence that our recommenda-
tions should apply generally. Our recommendations pertain to the
crawler design parameters we evaluated, and not other measure-
ment setup aspects such the browser and framework used, the
execution environment, and the region from which a crawl is run.
Future work can evaluate how those other aspects influence these
recommendations.

Crawling Strategies. Our findings in Sections 4.1 and 4.2 high-
light key differences between crawler configurations, particularly
around privacy metric quantities and visited sets of site internal
pages. In general, we recommend applying BFS for crawl search
strategies, as BFS configurations generally collect the highest metric
quantities overall, from a broader set of site internal pages, com-
pared to other search strategies. For statefulness and simulated user
interaction, we consistently saw benefits from stateful and interac-
tive crawls (with the only exception being cookie-related metrics,
where stateless crawls resulted in the most raw number of unique
cookies, but mainly due to sites setting freshly-named cookies per
page, which likely are not meaningfully different cookies).

Thus overall, we recommend that privacy studies center on BFS
stateful crawls simulating user interactions.

Search Depth. Our findings in Section 4.3 showed that differ-
ent privacy metrics saturate at different crawl search depths, and
saturation varies across sites. Web APIs tend to saturate earlier
than HTTP-requested domains and cookies, in part due to the finite
number of available APIs. Overall, if using a static threshold for

deciding when to terminate crawls on each site, a deep crawl is
required to ensure high privacy behavior coverage.

Instead, we evaluated a dynamic search termination strategy
where a site crawl is terminated if a threshold number of consecu-
tive pages are visited without changes to the observed metric. This
approach is adaptive to each site, and we identified it results in high
privacy behavior coverage with significantly fewer page crawls on
most sites, compared to using a static crawl termination threshold.

Thus, we recommend applying such a dynamic crawl termination
strategy when feasible. Our analysis suggests that for our metrics,
a dynamic threshold of about 13 pages balances coverage and crawl
depth (a threshold of 8 works even better for cookies), with the
median site exhibiting no missed privacy behavior (compared to
crawling 50 pages).

Note that implementing a dynamic search termination strategy in
a live measurement setting is overall straightforward. For each site,
the crawler only needs to keep per-site state to track unique privacy
metrics and per-page changes, and this state can be discarded once
the site’s crawl finishes. Even at large scale, the memory overhead
is limited to the number of sites being crawled at the same time,
making the approach practical in deployment.

Crawl Timeouts per Page. Section 4.4 examined how per-page
timeout impacts the coverage of privacy behaviors. The results
show that most privacy metrics are captured with 15-20 second
timeouts (consistent across search depth). While there is still value
in longer timeouts, the gains are increasingly diminishing. Thus, for
resource or time-constrained crawls, we recommend a 15 second
timeout as a cost-effective balance between crawl time and privacy
behavior coverage.

5.2 Future Work
While our work provides an initial systematic investigation of web
crawling parameters for web privacy studies, more assessment
is still needed. One direction is in expanding the privacy metrics
considered. While many privacy measurements are grounded in
observed HTTP requests, web APIs, and cookies, this set of metrics
is not fully comprehensive. Additional metrics can be evaluated
in the future, such as HTTP request volumes, profiling techniques
(e.g., canvas fingerprinting), or local data storage.

Another direction is to explore breadth-limited BFS with larger
branching factors, as we evaluated a single factor of 3. Explor-
ing more internal links at each level before searching deeper may
change how this strategy compares against BFS and DFS.

Also, our analysis looked at raw quantities for privacy metrics,
operating under the model that broader observed metrics correlate
with more relevant privacy behavior uncovered. However, future
work can dive deeper into the actual privacy implications of the
behaviors observed, and how these may differ based on crawling
configurations. For example, while we identified a crawl configura-
tion that results in higher numbers of unique cookies found on sites,
this may not strictly translate to more interesting privacy implica-
tions. Thus, for varying privacy objectives, additional investigation
is salient for understanding suitable crawling methods.

Furthermore, our study simulated a realistic crawl conducted for
a web privacy measurement, but only performed the page search
once (although we repeated the crawl on the same pages). Future
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work could investigate how different crawl results are if repeating
crawls with different page searches, resulting in exploration of
a new sets of internal pages each crawl. Our stability analysis
in Section 4.5 suggests that the optimal crawl strategy remains
consistent, but the actual privacy behaviors observed may differ,
which would indicate that repeated crawls provide more coverage
of privacy behaviors. Understanding how often to repeat privacy
measurement crawls remains an open question for future work.

Ultimately, our study moves toward a grounded understanding
of crawling strategies for web privacy measurements, with broader
evaluations still needed. We hope our empirically-established guide-
lines drive more efficient and effective measurements going for-
ward.
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A Ethics
Our primary ethical concern relates to the crawling of websites as
part of our measurement study. To minimize impact on websites,
we applied strict rate-limiting, ensuring at most one page is crawled
per site per minute (usually much slower). We additionally capped
requests at 100 pages per site, with up to 50 active pages collected,
thus limiting the total amount of resources accessed per website.
Crawling this amount at our limited rate should not tax even a
small website, and our measured population of sites are among
the most popular sites. Furthermore, the metrics collected by the
browsers as part of the study are publicly visible data, and we do
not impact real website users through our study nor do we collect
personal information.

Figure 13: Sum of the number of unique HTTP-requested
domains observed per site, aggregated across all sites, when
searching to varying depths.

Figure 14: Number of unique HTTP-requested domains ob-
served per site, when searching to varying depths. The top
whisker represents the 95th percentiles.

Figure 15: Sum of the number of unique Web APIs observed
per site, aggregated across all sites, when searching to varying
depths.

Figure 16: Number of unique Web APIs observed per site,
when searching to varying depths. The top whisker repre-
sents the 95th percentiles.

Figure 17: Sum of the number of unique cookies observed per
site, aggregated across all sites, when searching to varying
depths.
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Figure 18: Number of unique cookies observed per site, when
searching to varying depths. The top whisker represents the
95th percentiles.

Figure 19: Boxplot of the per-site Fingerprinting API error
rates, across sites and when terminating using various dy-
namic thresholds, where the error rate is defined as the frac-
tion of Fingerprinting APIs missed with dynamically termi-
nating, relative to the total APIs found by a full crawl (up to
depth 50). The top whisker represents the 95th percentiles.

Figure 20: Boxplot of when crawls terminate on sites (the
termination page) under the dynamic termination strategy,
considering different thresholds for consecutive pages with
unchanged Fingerprinting APIs count. The whiskers repre-
sent the 5th and 95th percentiles.

Figure 21: Boxplot of the per-site tracking cookie error rates,
across sites and when terminating using various dynamic
thresholds, where the error rate is defined as the fraction
of tracking cookies missed with dynamically terminating,
relative to the total cookies found by a full crawl (up to depth
50). The top whisker represents the 95th percentiles.

Figure 22: Boxplot of when crawls terminate on sites (the
termination page) under the dynamic termination strategy,
considering different thresholds for consecutive pages with
unchanged tracking cookies count. The whiskers represent
the 5th and 95th percentiles.
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